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1. Introduction

1. Introduction

Disinformation has become a serious 
threat to the viability of democratic sys-
tems. The deliberate circulation of false, 
biased or manipulated information with 
hostile intentions has the ability to erode 
the very foundations of open societies. 
Disinformation targets one of the basic 
requirements of the liberal political or-
der: the superiority of facts over emo-
tions. But it goes about this slowly and 
stealthily, which is far more dangerous 
than any frontal assault could be, as 
it makes it harder for society to react. 
When the authority of data is under-
mined, emotions step in to fill the void. 
Although these campaigns may have 
specific short-term goals, their effects 
are ultimately permanent because they 
damage the “trinity of trusts” (Ingram, 
2020): trust in others, trust in authori-
ties/expertise and trust in democracy. 
The more these bases deteriorate, the 
greater a society’s tendency to legiti-
mize non-democratic forms of govern-
ment and even take part in violent po-
litical activism.

The digital revolution changed the na-
ture of the disinformation game, in-
creasing the number of players on the 
field and giving unprecedented power 
to a tactic that hitherto had only played 
a minor role in confrontations between 
states. Authoritarian regimes have used 
technology not only to control their 
population more effectively, but also to 
promote illiberal practices beyond their 
borders (Barma et al., 2020). For exam-
ple, although China and Russia are pur-
suing different goals, the conjunction of 
their apparently uncoordinated actions 
is having a more corrosive effect on de-
mocracy than either country could have 
achieved on its own (see Table I).

The boom of online disinformation 
campaigns came at a time when the 
world was ripe for such manipulation. In 
2006, a more than thirty-year cycle of 
continuous worldwide expansion of po-
litical systems based on freedom came 
to an end. Since then, there has been a 

steady decline, not only in the number 
of regimes qualified as democracies, but 
also in the level of freedom in most of 
those countries (Ogilvy, 2017). Although 
the failure of second and third-wave de-
mocracies in Africa and Asia may partial-
ly explain this trend, the most troubling 
development is undoubtedly the decay 
of freedom in established democracies 
(The Economist, 2020).

Disinformation campaigns are not just 
products of the spontaneous action of 
a handful of unscrupulous politicians 
and opinion leaders; in fact, historically, 
they have been the result of the me-
thodical action of major bureaucracies 
(Rid, 2020). Disinformation was, and in 
many ways still is, the purview of intel-
ligence organizations—professionally 
managed, continuously improved, and 
generally wielded against foreign adver-
saries (see Figure I). Yet the worst dam-
age to the democratic cause has always 
been self-inflicted. In recent years, we 
have witnessed a convergence (Sipher, 
2018) of domestic and foreign, state and 
non-state actors. One of democracy’s 
biggest challenges is actually having 
to face the hostile actions of various 
groups that are doing the same things 
for different reasons, creating a unity of 
interests among actors with separate 
starting points. Convergence happens, 
not because opposing actors support 
the same electoral outcome, but be-
cause, in their pursuit of incompatible 
goals, they all resort to the same dis-
information tactics to inflame domestic 
tensions and undermine social cohe-
sion (Mazarr et al., 2019).

In 2006, a more than thirty-year 
cycle of continuous worldwide 
expansion of political systems 
based on freedom came to an end. 
Since then, there has been a steady 
decline, not only in the number of 
regimes qualified as democracies, 
but also in the level of freedom in 
most of those countries
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Table 1. Comparison of the Chinese and Russian approaches to using influence operations
Tools Similarities Differences
Advertising 
campaigns

Both create disinformation and use adver-
tising strategies to augment its spread and 
influence abroad.
Both use advertising strategies to influence 
public opinion inside their own diaspora 
communities.

China uses advertising campaigns to reach 
as wide a group as possible, whereas Russia’s 
strategy targets specific segments of the 
population.

The content boosted through Chinese cam-
paigns tends to be related to issues in which 
their government is directly involved, whereas 
in Russian campaigns ties to the government 
agenda are more obscure.

Astroturfing 
(creating 
false opinion 
trends)

Both use government-organized non-govern-
mental organizations (GONGOs) to create a 
climate conducive to international regulatory 
change.

Both use bot accounts and paid trolls to 
boost astroturfing campaigns.

China tries to promote narratives that portray 
it as a responsible, internationally engaged 
country.

Russia tries to confuse the information 
environment in order to sow political in-
stability abroad and undermine democratic 
institutions.

Propagating 
technology 
for political 
control and 
influence

Both actively facilitate democratic backsliding 
by exporting the oppressive technological
tools of political control that they have honed 
domestically.

Both directly train and advise foreign govern-
ment agents to strengthen their control 
through effective digital influence campaigns.

China tries to establish a stable relationship 
with the recipients of this technology, provid-
ing the infrastructure and support necessary 
to sustain it in the long term.

Russia’s approach is to supply digital influence 
tools and training to those who will use them, 
but with little effort invested in long-term 
maintenance.

Coercion and 
censorship 
of platforms 
online

Both create laws that ban or make it difficult 
for foreign social media to operate in their 
territory.

Both pressure foreign tech companies 
to remove content favourable to political 
dissidents.

Both pressure Western social media compa-
nies to remove content that supports activists 
and political or social movements within their 
borders.

Russia unilaterally implements censorship 
measures to control the domestic flow of 
information, whereas the Chinese regime, in 
addition to these tools, pressures companies 
that want to do business in China to protect 
its international image.

Source: adapted from (Kliman, 2020, 15)

This tendency has only been exacerbat-
ed by the onset of a global pandemic, 
which has weakened the global econ-
omy and forced democratic systems to 
undertake the complicated task of im-
posing a barrage of draconian measures 
to halt the spread of COVID-19. Actors 
with an anti-democratic agenda will 
continue using disinformation cam-
paigns to exploit the contradictions be-
tween democratic promises and the re-
ality of governments which have had to 
restrict their citizens’ freedom in order 
to survive the pandemic.

Disinformation campaigns also have a 
negative effect on the efficacy of laws 
that govern democratic election pro-
cesses. In most cases, these regulations 

were designed at a historical moment 
when lawmakers could not foresee the 
risks posed by the convergence of in-
formation manipulation and technology 
that did not even exist at the time.

Recent experiences with disinforma-
tion have made us realize the urgent 
need to adapt the rules of play in elec-
tion processes to the reality of the most 
important threats they now face. Some 
states have already taken steps in this 
direction, especially those that have 
been the targets of political interference 
campaigns in recent years. Since 2017, 
several legislative projects have been 
proposed that aim to make online elec-
tion propaganda more transparent and 
prevent foreign funding of such cam-
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paigns. Some countries have attempted 
to protect certain periods of time that 
are especially vulnerable to disinforma-
tion campaigns, such as the weeks or 
months leading up to an election (Sibo-
ni and Shuker, 2019).

This article proposes a series of ac-
tions for making democratic systems 
more resilient and better able to cope 
with the threat of disinformation. To that 
end, it reviews the abundant literature 
that has taken a prescriptive approach 
to this issue in recent years.

The goal is not to provide an exhaus-
tive description of all implemented or 
recommended proposals, but rather to 
analyse the guiding principles that have 
proved most effective, thereby briefly 
outlining a plan of action for formulating 
effective policies to safeguard demo-
cratic systems.

2. What is 
Disinformation?

Any discussion of how to combat disin-
formation must begin by clarifying ex-
actly what we mean by this term. Like 
so many other words that find their 
way into everyday speech, the term has 
been abused and misused, as its obvi-
ously negative connotations enhance its 
appeal as a means of discrediting ad-
versaries or enemies. Conceptual accu-
racy has also been muddled by the fact 
that the word is used interchangeably 
or in conjunction with other traditional 
notions (influence, propaganda, active 
measures, information warfare, etc.) 
which have recently been joined by a 
variety of neologisms (fake news, post-
truth, fact-checking, etc.).

To avoid getting bogged down in a con-
ceptual debate, for our purposes, dis-
information can be defined as the act 
of deliberately spreading false, manipu-
lated or biased information with hostile 
intentions. As Nicolás de Pedro (2020) 
notes:

Figure 1. Strategic logic of anti-democratic disinformation campaigns

Social trust

Psychosocial 
impact

Strategic 
impactHostile campaign to 

influence a democratic 
society

Trust in 
authority and 

expertise

Trust in 
democracy

Promoted by

Increases the population's 
susceptibility to polarizing narratives 

based on group identities

Undermines the population’s 
trust and engagement

  in democracy 

Non-state actors 
(e.g. violent 
extremists)

State actors 
(e.g. populists)

Support for 
non-democratic forms 
of political participation

Actions in 
support of a 
foreign power

Facilitates

Source: adapted from (Ingram, 2020b) 
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Major online platforms have been 
instrumental in contributing to 
the virulence of disinformation; in 
fact, the business model of some 
of these companies has been 
described as “attention economics”

Intent is the key factor that distinguishes 
it [disinformation] from mistaken, inac-
curate or even false information that is 
spread unwittingly. [...] Disinformation 
weaponizes information and communi-
cation. And this occurs in both domestic 
political disputes and wide-ranging geo-
strategic confrontations.

In addition to hostile intent, generally 
of a political nature, there are two other 
essential ingredients of disinformation: 
it contains false information that places 
the recipient in a vulnerable position, 
and it has the outward appearance of 
truth (Badillo, 2019).

This type of manipulation rarely aims to 
change the way people think. Instead, 
it attempts to corroborate what they 
already believe. And this is the secret 
behind the tremendous efficacy of dis-
information: far from stating uncom-
fortable truths that force recipients to 
reconsider their opinions in light of the 
facts, disinformation places consumers 
in the comfortable position of confirm-
ing their biases (Torres, 2019). This is 
particularly gratifying when disinforma-
tion supports opinions that people are 
often reluctant to openly defend, believ-
ing them to be unpopular and liable to 
incur reproach from their peers.

Disinformation needs to fuel social po-
larization, because when an issue is 
stripped of its nuances, people are in-
evitably forced to position themselves 
in binary terms: for or against. These 
manipulations do not have the power 
to create new rifts within society, but 
they can widen and deepen ones that 
already exist (Robinson et al., 2018).

Major online platforms have been instru-
mental in contributing to the virulence 
of disinformation; in fact, the interests 
of disinformers are aligned with those of 
the leading social media companies. The 
business model of some of these com-
panies has been described as “atten-
tion economics” (Wu, 2016), where the 
ultimate goal is to increase the level of 
user engagement. To achieve this, these 
platforms incorporate gamification and 
attention-grabbing mechanisms that 
incite users to spend more time con-
suming, producing and interacting with 
the information they find on their pages. 
Most disinformation campaigns are per-
fectly synchronized with the operating 
logic of these services, which explains 
why they are able to spread beyond the 
control and knowledge of their own in-
stigators. The principal online platforms 
are designed to make their inserted 
advertising useful to advertisers, giving 
them increasingly detailed information 
on user preferences and motivations so 
that they can target specific audiences 
with persuasive messages (Torres, 2018). 
The growing efficacy of automated mar-
ket research tools has brought about a 
convergence of advertising technology 
and political propaganda, which rely on 
the same techniques: audience seg-
mentation, micro-targeting and capital-
izing on the prejudices, fears and aspira-
tions of citizens/consumers.

The human brain has evolved so that its 
primitive, reflexive systems respond to 
information more rapidly than its reflec-
tive parts. Intuition precedes delibera-
tion (Ahmad, 2020). Consequently, intui-
tive belief is less laborious than taking a 
sceptical view of all the informative in-
put we receive throughout the day. Dis-
information tends to use emotive lan-
guage and evocative symbols to confirm 
our biases, eliciting reflexive responses 
that pre-empt reflective deliberation. It 
does not need to convey certainties; in 
fact, it is usually most effective when it 
spreads doubt. The strategy is to bury 
every inconvenient fact in an avalanche 
of competing interpretations, so that 
the truth becomes just another claim 
among many. The exploitation of doubt 
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aims not to foster legitimate scepti-
cism but to relativize truth and encour-
age cynicism. In short, it is a spur to the 
cognitive bias that makes us demand 
a higher threshold of evidence for any 
claim that contradicts our intuitions.

In addition to feeding off our brain’s 
most hard-wired biases, disinforma-
tion has also learned how to profit from 
the way our minds have adapted to the 
new information environment. Neuro-
plasticity is one of the most amazing 
features of the human brain, which has 
the inherent ability to form new neural 
pathways in response to different stim-
uli received over a lifetime. When digital 
devices burst into our lives, the brain 
quickly adapted to the characteristics of 
digital technology. Some authors (Miller, 
2020) believe that this has resulted in 
the impairment of our cognitive abilities, 
or at least made it increasingly difficult 
for us to focus on one thing in a context 
rife with stimuli and distractions.

The ecosystem of digital media and 
networks has created an information 
overload, and citizens attempt to cope 
by taking cognitive shortcuts that make 
them particularly vulnerable to disinfor-
mation. Our ability to maintain focus is 
gradually diminishing, and this influenc-
es how content producers create and 
distribute information.

Headlines are designed to supposedly 
inform readers of a significant event in 
the most sensational way possible. Vari-

ous studies (Alandete, 2019) have noted 
that the vast majority of online readers 
share news links on social media with-
out reading the article first. Headlines 
are therefore the primary transmis-
sion vehicles of disinformation and the 
clearest indication of the intentions and 
priorities of their creators.

Another cognitive strategy is the way in 
which individuals attribute varying de-
grees of credibility to the information 
they process. Some statements are 
deemed more believable simply be-
cause we hear them repeated over and 
over again. This phenomenon, known 
as the “illusory truth effect” (Beasley, 
2019), has become one of the clearest 
hallmarks of disinformation, which de-
rives credibility from the reiteration of 
its claims.

In short, disinformation is a complex 
problem stemming from a variety of 
sources: human nature and its cogni-
tive biases, social tensions, geostrate-
gic rivalries, the crisis of the traditional 
media, our imperfect knowledge of how 
information technology affects society, 
etc. And this challenge demands a glob-
al response that simultaneously tackles 
the multiple roots of the problem. A few 
proposals for this response are offered 
in the following section.

The strategy is to bury every 
inconvenient fact in an avalanche 
of competing interpretations, 
so that the truth becomes just 
another claim among many. The 
exploitation of doubt aims not to 
foster legitimate scepticism but 
to relativize truth and encourage 
cynicism.
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3. Principles of 
the Democratic 
Fight against 
Disinformation

3.1. Using transparency as 
an antidote
Democratic governments need to un-
derstand that transparency is one of 
the most effective weapons at their dis-
posal and use it accordingly. Manipula-
tive content thrives in situations where 
there is only partial access to informa-
tion, turning the absence of hard facts 
into a pretext for all sorts of conspiracy 
theories. Many current restrictions on 
public access to information are hard 
to justify from the perspective of pub-
lic safety or the protection of individual 
rights. Furthermore, in most cases there 
is no compelling reason why govern-
ments should not make their actions 
crystal clear. In fact, such restrictions 
are often merely a product of organiza-
tional indolence, a paralysing notion of 
how proprietary information should be 
protected, or a lack of internal incentives 
for government agencies to change their 
procedures and make transparency one 
of their primary objectives. Yet these 
barriers to freedom of information are 
often used by disinformation campaigns 
as the argument that justifies a wide va-
riety of claims, based solely on specula-
tion about why certain governments are 
“hiding something”. This vicious circle 
can be broken by ensuring that public 
information does not circulate reac-
tively, for when that happens, the ma-
nipulators have already contaminated 
public opinion and the damage is often 
irreversible.

3.2. Sharing information
In recent years, a number of national 
and multilateral initiatives have been 
launched to institutionalize the mission 
of detecting and denouncing foreign 

disinformation campaigns, such as the 
East StratCom Task Force (part of the 
External Action Service of the Europe-
an Union), the European Centre of Ex-
cellence for Countering Hybrid Threats, 
the NATO StratCom Centre of Excel-
lence in Riga, and the US Department 
of State’s Global Engagement Center. 
These and other initiatives have done 
much to boost the institutional capac-
ity for responding more rapidly to hos-
tile campaigns. The next step must be 
to establish streamlined mechanisms 
for sharing information and best prac-
tices among all actors that aim to neu-
tralize the effects of disinformation. For 
instance, this is one of the tasks that the 
European Commission assigned to the 
European External Action Service, which 
in addition to quickly detecting threats 
must also coordinate the response of 
the EU and its member-states (Badil-
lo, 2019). In theory, this should not be 
a problem among actors who share the 
same values, but the reality is that, as 
in other spheres of public action, there 
are still organizational rivalries, national 
suspicions and political distortions that 
hinder the fluid exchange of informa-
tion. An important aspect of combating 
such manipulations is taking organiza-
tional measures to ensure that the sin-
cere desire to share helpful information 
is not strangled in a morass of bureau-
cratic regulations and red tape.

3.3. Enlisting the aid of 
civil society
Civil society has proved itself amaz-
ingly creative and genuinely committed 
to the fight against disinformation. In 
recent years, vibrant private initiatives 
have been steadily swelling the ranks 
of “digital Sherlocks”: Ukraine’s Stop-
Fake, Bellingcat, the Atlantic Council’s 
Digital Forensic Research Lab, the Alli-
ance for Security Democracy’s Hamilton 
68, EU DisinfoLab, the Baltic Elves, etc. 
In some cases, these actors are better 
equipped than governments to develop 
and update the tools needed to iden-
tify emerging disinformation techniques 
(Polyakova and Fried, 2019). Unlike their 
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public counterparts, these organization-
al structures are much less cumber-
some and open to innovation, allowing 
them to remain effective in the face of 
dynamic, constantly changing disinfor-
mation tactics.

It is estimated that there are now at 
least 188 fact-checking entities in more 
than 60 countries, and fact-checking is 
a fast-growing field (Woolley and Joseff, 
2020). Fact-checking can be an effec-
tive deterrent, as some actors may curb 
their impulses for fear that a negative 
report from such entities might damage 
their reputation.

The greatest weakness of these actors 
is their financial sustainability. Although 
they usually start out as altruistic initia-
tives that rely on a network of disinter-
ested volunteers and contributors, over 
time they find that round-the-clock re-
sponse capacity requires an increasing 
level of professionalism.

Governments, leading online service 
platforms, and philanthropic organiza-
tions should provide steady financial 
support that would enable these initia-
tives to consolidate and expand their 
range of action. The cost of this spon-
sorship is very low if we consider the 
potential of these actors to multiply the 
strength of all the counter-disinforma-
tion initiatives launched by government 
agencies.

3.4. Measuring impact
One of the problems associated with the 
fight against disinformation is the diffi-
culty of measuring its effects (Hanson et 
al., 2019). Many of our perceptions about 
how these campaigns affect society are 
based on hunches rather than empirical 
evidence. There is no direct causal link 
between these campaigns and politi-
cal and social behaviour; manipulative 
content is merely one of the countless 
variables that shape citizens’ opinions 
and actions. It is especially hard to iso-
late the impact of these manipulations 
on pre-existing biases and prejudices, 

which are generally the sine qua non 
of effective disinformation. Moreover, 
the most effective disinformation cam-
paigns tend to go unnoticed by message 
recipients, making it even more difficult 
to gauge the impact on the opinions and 
attitudes of people who do not even re-
alize they have been targeted by these 
malign influences.

Metrics problems also affect the actors 
who promote such campaigns, though 
they have an incentive to use this lack of 
data for their own ends. It is not uncom-
mon for such actors to exaggerate results 
and take credit for certain events to curry 
favour with their superiors (Rid, 2020).

The action of the media tends to further 
complicate the arduous task of meas-
uring the impact of manipulations. At 
times, the journalistic coverage of these 
operations and their promoters be-
comes a kind of self-fulfilling prophecy, 
where messages with limited reach end 
up becoming widely popular thanks to 
media action. For example, the perfor-
mance of the Internet Research Agency 
(the most notorious Russian troll farm) 
during the 2016 presidential elections in 
the United States was generally rather 
poor (Rid, 2000), but by republishing its 
posts and advertisements, the press 
turned it into a spectacular disinfor-
mation success story. The influential 
newspaper The New York Times pub-
lished a front-page article (Kang et al., 
2017) that reproduced an IRA-sponsored 
advertisement with an illustration of 
an arm-wrestling match between Sa-
tan (backing Hillary Clinton) and Jesus 
Christ (opposing her victory). Numerous 
national and international media used 
that illustration to report on any mat-
ter related to Russian interference in 
the American campaign. Yet the impact 
of that advertisement had been negligi-
ble until the media turned it into a news 
icon. The advertisement was posted on 
Facebook for a single day, on 19 Octo-
ber 2016, and only received 71 hits and 
14 click-throughs. One year later, it was 
resurrected with the unwitting assis-
tance of the traditional press.
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Table 2. The five stages of election meddling
Stages Actions
1 Using disinformation to amplify divisions and polarization within a society
2 Stealing sensitive and leakable data
3 Leaking the stolen data via “hacktivists” or whistleblowers
4 Whitewashing leaked data through the professional mass media

5 Certain candidates collude with the meddling foreign state or organization due to a convergence 
of interests

Source: adapted from (Aaltola, 2017).

Our blindness to the effects of these 
campaigns is worrying, not only because 
it means we may be wasting resources 
on ineffective measures, but primarily 
because of the risk that we will fail to 
detect the boomerang effect of our own 
anti-disinformation policies. However, 
our response to the structural metrics 
problem should not be resignation but 
an increase in funding to research new 
methods for gauging the impact of dis-
information campaigns and policies to 
neutralize their effects. This is primarily 
a scientific challenge that can be over-
come, at least in part, by stimulating and 
supporting the creativity of the research 
community. Only when we fill the gaps 
in our analytical capabilities will policy-
makers be able to determine the best 
way to tackle the problem.

3.5. Deterring aggressors
A key factor that explains the growth 
of hostile manipulation campaigns in 
recent years is the fact that new in-
formation technology has dramatically 
reduced the political and reputational 
cost to the actors who instigate them. 
The internet simplifies the process and 
makes it viable from the distance of 
a third country, but most important-
ly, it offers perpetrators a high degree 
of plausible deniability. The promot-
ers of these campaigns  are effectively 
shielded in cyberspace by the technical 
difficulties involved in determining au-
thorship (see Table 2). As a result, some 
political regimes have decided that they 
have much to gain and little to lose 
from disinformation (Torres, 2019). Al-

though the rewards of such campaigns 
are generally hypothetical, their perpe-
trators are convinced that they will not 
have to pay a price for their success or 
failure. This conviction is the true driving 
force behind disinformation campaigns, 
but it is also the primary obstacle that 
democratic states encounter when at-
tempting to defend themselves. No 
matter how effective countermeasures 
may be, disinformation will continue to 
circulate as long as disinformers believe 
they can act with impunity.

The only way to substantially reduce the 
flow of disinformation is for democra-
cies to increase the cost of such cam-
paigns for their promoters. We need to 
alter the strategic calculations of ma-
nipulators so that, while the benefits 
remain hypothetical, the drawbacks are 
daunting and certain. In recent years, in 
an attempt to exercise this form of de-
terrence, the United States and certain 
European countries have resorted to the 
“name and shame” strategy (Carlin and 
Graff, 2018), specifically identifying and 
denouncing the Russian government as 
the party responsible for those cam-
paigns. This is a considerable improve-
ment on the deliberate ambiguity of re-
sponses up to this point, reporting the 
existence of such manipulations with-
out explicitly naming the instigators to 
avoid damaging bilateral relations. Yet 
this tactic has only been moderately 
successful.

The goal is to make aggressors change 
their behaviour by denouncing their rep-
rehensible actions before the court of 
international public opinion. But this 
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only works when the “shamed” party 
has a strong interest in maintaining good 
relations with the injured party and is 
consequently willing to abandon certain 
tactics when they become counterpro-
ductive. The United States “named and 
shamed” Russia, and later China, at a 
time when diplomatic relations were at 
their lowest point since the end of Cold 
War, so Putin’s regime was able to use 
those accusations to fuel its rhetoric 
about constant American hostility to-
wards Russia.

Democracies should consider the pos-
sibility of establishing joint, concerted 
measures at the global or regional level 
rather than focusing solely on their own 
problems. Disinformation has the ability 
to alter reality and seriously damage the 
societies it targets. Therefore, the range 
of potential retaliatory measures should 
be equally broad and not limited to the 
sphere of public diplomacy.

3.6. Strengthening the 
media ecosystem
Over a short period of time, the tradi-
tional media have been rocked by multi-
ple waves of change, and they now find 
themselves at one of the most critical 
junctures in their entire history. The in-
ternet has usurped their role as a nec-
essary intermediary for engaging with 
public opinion, and the industry’s busi-
ness model, still struggling to adjust to 
the loss of advertising revenue, is on 
shaky ground. This strategic disorienta-
tion was exacerbated by the onset of a 
global recession in 2008, which further 
complicated the already precarious fi-
nancial situation of media companies. 
They began to downsize staff and rely 
on news stories that were not particu-
larly difficult to obtain. As a result, the 
media not only lost their ability to detect 
and neutralize the disinformation that 
reached their editorial departments, but 
they  also made themselves especially 
vulnerable to such manipulations be-
cause disinformation is free and drives 
up circulation and ratings (Torres, 2019). 
To make matters worse, the artificial in-

telligence boom radically transformed 
the industry (Manfredi and Ufarte, 2020), 
forcing it to adopt a micro-targeting 
strategy that leaves little room for sto-
ries with universal appeal. The journal-
ism industry faces fierce competition 
from actors who are all too willing to 
exploit consumers’ increasingly limited 
attention spans and automated tools 
that target individual emotional states 
to serve their own ends (Nadler, 2018). 
We have recently seen an increase in 
the number of non-journalistic actors 
on the information market with editorial 
interests (Manfredi and Ufarte, 2020). 
Think tanks, diplomatic representatives, 
NGOs, private companies and influ-
encers are all vying for the elusive at-
tention of readers and users. Some of 
these new participants openly act as 
“fake news entrepreneurs and politi-
cal clickbait fabricators” (Benkler, 2018), 
given the traditional media’s inability to 
contain this avalanche of increasingly 
atomized disinformation.

It is no coincidence that the media 
themselves have become one of the 
primary targets of disinformation cam-
paigns and populist political discourse. 
However, the decline of the main-
stream press or television media is not 
an unrelated phenomenon; it is one of 
the key factors that explain the grow-
ing influence of such manipulations. 
Any counter-disinformation strategy 
must bear in mind that a democrat-
ic society needs a strong media eco-
system committed to the challenging 
task of providing citizens with accurate 
information. In this sense, the jour-
nalism industry is not simply another 
economic actor whose survival de-
pends on its ability to offer an attrac-
tive product or thrive in a competitive 
environment. Protecting and support-
ing this sector is one of democracy’s 
most powerful weapons. This was 
one of the conclusions of the study 
(Jeangène et al., 2018) commissioned 
by the French government to analyse 
the lessons learned from the “Macron 
Leaks” incident: an unsuccessful at-
tempt by Russian actors to influence 
the outcome of the 2017 presidential 
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Unlike “high-quality” disinformation, 
whose formal appearance is 
virtually indistinguishable from 
content generated by a legitimate 
actor, “junky” disinformation has 
many hallmarks that algorithms 
can easily detect: spelling errors, 
recycled material, template 
formats, etc.

election. According to this report, one 
of the main reasons why the calcu-
lated leaks of information stolen from 
Emmanuel Macron's campaign staff 
had such a limited impact on public 
opinion was the fact that France has 
a robust media ecosystem. Tabloids 
and “alternative” news websites are far 
less popular than in other countries, 
allowing serious journalism to check 
the incoming flow of manipulated in-
formation designed to illicitly meddle 
in the electoral process, with the aim 
of discrediting the centrist candidate 
and tipping the balance in favour of his 
pro-Russian, Europhobic rival.

If traditional media are protected, then 
democracies are also more protect-
ed against subtler and hence more 
dangerous attempts at interference. 
Sometimes fake news outlets and al-
ternative news sites are merely a dis-
traction, diverting attention from other 
long-term media manipulation strat-
egies (Jeangène et al., 2018). Hostile 
intelligence services are eager to in-
sert their messages and perspectives 
in mainstream media, and they work 
slowly and steadily to co-opt and in-
fluence professional journalists and 
contributors. Media companies under 
constant financial strain are easy prey 
for this kind of subterfuge.

Nevertheless, the solution is not to prop 
up these companies with a constant in-
jection of public funds. That would only 

exacerbate the problem, turning media 
companies into fickle instruments of 
domestic political pressure. The least 
detrimental option would be to estab-
lish a wide variety of material and non-
material incentives so that any serious 
journalism enterprise can prosper in to-
day’s challenging environment.

3.7. Using technology 
where it can be effective
When discussing the potential role of 
technological tools in the fight against 
disinformation, opinions tend to gravi-
tate towards one of two extremes. At 
one end of the spectrum, we find au-
thors who believe that neutralizing dis-
information is a purely technical issue, 
and that the entire problem can be 
solved simply by using the right tools 
to detect and block malicious content. 
At the other end, we find those who 
believe that automated tools have 
nothing to offer, being unable to de-
tect the subtle differences between 
intentional disinformation and false 
or inaccurate information distributed 
without hostile intentions. Moreover, 
these observers feel that the spread 
of automated processes can only ex-
acerbate the problem, as their inevi-
table false positives will undermine 
freedom of speech.

In this debate, as with so many oth-
er issues, the solution lies in finding a 
happy medium. Although the internet 
does play a decisive role in spreading 
disinformation, it is not just a ques-
tion of data analysis (as it was with the 
algorithms that eventually minimized 
the spam problem) (Roy and Duruk, 
2018). The biggest problem with disin-
formation actually resides in how the 
human brain works and reacts to cer-
tain stimuli. And that problem is far too 
complex to be modelled and solved by 
writing algorithms to filter the informa-
tion we consume and share. There is 
little hope that natural language pro-
cessing will ever perfect the art of de-
tecting content deliberately designed 
to deceive human beings. Yet we can-
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not deny the technological component 
of this process, nor can we ignore the 
fact that intervention on this front is a 
very important part of a larger strategy.

Disinformation detection by algorithms 
is complicated and hard to scale, and 
it is unclear whether internet platforms 
have a real incentive to adopt such tech-
nology. However, it can bear fruit in the 
outer rings of disinformation distribu-
tion. Although these mechanisms have 
a very hard time spotting the sophisti-
cated campaigns launched by state or 
corporate actors, this is not true of ini-
tiatives originating at the bottom of the 
food chain, where we find decentralized 
disinformation suppliers such as indi-

vidual trolls, online forums and clickbait 
purveyors. Unlike “high-quality” disin-
formation, whose formal appearance is 
virtually indistinguishable from content 
generated by a legitimate actor, “junky” 
disinformation has many hallmarks that 
algorithms can easily detect (Schiffrin, 
2019): spelling errors, recycled material, 
template formats, etc. Filtering out such 
content makes the problem more man-
ageable by reducing the volume of in-
formation that needs to be individually 
assessed by human analysts.
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4. Glossary

Astroturfing: the practice of masking 
the message of an actor or organization 
to make it appear as though it spon-
taneously originated from grassroots 
movements or civic groups. The term is 
derived from AstroTurf, a brand of syn-
thetic carpeting designed to resemble 
natural grass.

Bots: software programs designed to 
engage with users by mimicking human 
behaviour. In disinformation campaigns, 
they are used to automate the process 
of spreading content and generate on-
line interaction by disguising themselves 
as legitimate users.

Clickbait: a neologism used to describe 
the online phenomenon of misleading, 
sensationalized headlines and images 
whose sole purpose is to generate ad-
vertising revenue by tricking users into 
clicking on them.

Fact-checking: the process of verifying 
information to detect errors or false con-
tent. This is a specialized branch of in-
vestigative journalism that has become 
increasingly relevant and independent in 
recent years due to the mass prolifera-
tion of fraudulent online content.

Fake news: false information presented 
with the appearance of legitimacy and 
published by the media. Lately, this 
term has been popularized by numer-
ous political actors who use it to dis-
credit any information that reflects 
poorly on them.

Hacktivism: online political activism 
that uses hacking techniques. Opinions 
on the nature of this phenomenon vary: 
some see it as a new form of uncon-
ventional political engagement, while 
others regard it as a criminal practice 
intended to further the agendas of un-
lawful groups.

Trolls: in internet subculture, trolls are 
users who, hiding behind the shield of 
anonymity, post inflammatory and/or 

offensive messages with the intention 
of eliciting emotional responses.

Whistleblowers: individuals who public-
ly (and illegally) disclose confidential in-
formation about an organization for the 
purpose of denouncing unlawful or im-
moral practices before society. Whistle-
blowing is generally well perceived in 
the English-speaking world as a means 
of ending impunity for those guilty of 
wrongdoing.
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